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Find Bugs Quicker with Real-Time Trace 
All embedded software developers will benefit greatly from real-time trace and after using it 

they certainly won’t want to debug without it. However, as trace is often misunderstood and 

expensive, it is not as widely used as it should be. 

In this paper we look at the benefits that real-time trace brings to debugging software for ARM 

Cortex-M processors and why it should be in the developers’ toolkit. We focus on QTrace, our 

very affordable trace solution. 

 

What is trace? 

Trace is a generic term used to describe the 

monitoring of execution and data flow in a 

software program. Trace comes in several 

flavours but in this paper we refer to trace 

as the process of recording and analysing 

program execution in real-time, specifically 

for software running on ARM Cortex-M 

based processors.  

 

Why use trace? 

Trace is a fantastic addition to the 

developers’ armoury. It takes debugging to 

the next level by providing multiple 

visualisations of how embedded software is 

running in real-time without stopping the 

CPU.  

Unlike standard break and inspect 

debugging, trace does not affect program 

timing in any way and there’s no need to 

modify your code or link to any 3rd party 

debug libraries.  

Trace saves development time and helps 

avoid those late night debugging sessions 

prior to a looming deadline. 

 

Preconceptions  

A common impression of trace is that it’s a 

heavyweight tool which is only good for 

tricky problems and software certification. 

Trace is used in these situations but it has  

 

much more to offer. Developers soon find 

that trace becomes an indispensible tool for 

everyday debugging.  

 

Another misconception is that a trace probe 

is a large unit with a special ‘bond-out’ 

processor, lots of logic and RAM, interfaced 

via a bulky trace connector. This was the 

case years ago but debug technology has 

come a long way since then. 

Trace also is viewed by many as an 

unnecessary luxury due to its high cost. 

QTrace changes this. It is a very affordable 

solution that gives all developers, including 

those on a tight budget, access to debug 

technology the professionals use. 

 

Are you happy with your debug tools?  

According to the EETimes 2019 Embedded 

Markets Study1, the no.1 item that 

developers would like to improve are their 

debug tools. This is no surprise considering 

that debugging an embedded application 

takes at least 20% of an overall software 

development budget. If the process of 

bringing-up the code on a target is included 

then that figure increases significantly.  

Trace really is worth considering if you’re 

looking to improve your debug process.  

                                                           
1
 https://www.embedded.com/wp-

content/uploads/2019/11/EETimes_Embedded_2019_Embedded
_Markets_Study.pdf  

https://www.embedded.com/wp-content/uploads/2019/11/EETimes_Embedded_2019_Embedded_Markets_Study.pdf
https://www.embedded.com/wp-content/uploads/2019/11/EETimes_Embedded_2019_Embedded_Markets_Study.pdf
https://www.embedded.com/wp-content/uploads/2019/11/EETimes_Embedded_2019_Embedded_Markets_Study.pdf
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Not only will you spot bugs faster with 

trace, you’ll find that having such a detailed 

view of your code actually makes 

development more enjoyable!  

This becomes very apparent when trace 

can’t be used, such as on a legacy project or 

when writing PC software.  

 

Trace Topology 

At the heart of the ARM trace architecture 

is the Embedded Trace Macrocell (ETM) 

which many Cortex-M devices integrate.  

The ETM hardware generates compressed 

execution data and transmits it as data 

frames via 5 GPIO lines configured as trace 

outputs (4 data bits + clock).  

 

An external trace probe synchronises with 

the frames and extracts the trace 

information. This is then transmitted to a 

PC to be reconstructed into executed 

source code for analysis and display.  

The basic trace connection is shown below:  

 

Note that a trace probe typically integrates 

a JTAG interface which is used to configure 

target trace as well as being used for 

conventional debugging.  

The trace and JTAG signals are combined 

onto a single 20 way, 1.27mm pitch header 

as shown below: 

 

 

 

 

 

 

 

 

The footprint required for trace is minimal 

but it does need to be considered at the 

PCB design stage. Getting your hardware 

team to include a trace interface, at least 

on the revision-A board, really will pay 

dividends. 

 

Streaming Trace 

Historically, a trace probe would trigger on 

a user defined event then capture a block 

of trace data in a large RAM buffer. This 

was then uploaded, processed and 

displayed on a PC after a significant delay. 

It is now possible to stream trace data in 

real-time using super fast communication 

e.g. USB 3.0 or Gigabit Ethernet. This 

eliminates the large hardware buffers and 

associated upload delays. 

Streaming trace enables the recording of all 

executed target instructions rather than 

those in a selected address range. This, in 

turn, enables global code coverage and 

function profiling statistics to be calculated 

and displayed in real-time. Other features 

are also made possible and are discussed 

later. 

A streaming trace probe can generate 10’s 

of MB of data per second. It must therefore 

be run in conjunction with a PC capable of 

processing and displaying data at this rate. 
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10 Reasons for Using Trace 

Below are 10 key features that make trace invaluable for debugging real-time embedded 

software, setting it apart from other debug tools.  

1. Debug in real-time without 
affecting program timing 

 6. Profile all functions in real-
time for bottlenecks 

2. See exactly where the CPU 
has been & how many times 

 7. Examine which interrupts are 
triggered & how often 

3. Watch conditional branches 
being taken live 

 8. See where & why a hard fault 
occurred 

4. View the execution rate of 
any source line 

 9. Determine % executed 
instructions in each function  

5. Take a snapshot of execution 
without stopping the CPU 

 10. Quickly understand 3rd party 
code 

 

These features are discussed in more detail below. 

 

1. Debug in real-time without affecting program timing.  

A fundamental feature of trace is that it leaves timing unchanged. It does not require code to 

be modified, instrumented or break-points to be inserted. This is a huge benefit for debugging 

any real-time embedded software and is especially true for functionality such as 

communication links, motor control, real-time monitoring, hardware drivers, etc.   

 

2. See exactly where the CPU has been and how many times. 

Every line of code has a counter that’s updated in real-time when the line is executed. It’s like 

having 1000’s of breakpoints available and you don’t need to know ahead of time where to 

insert them. 

 

The execution counts in the yellow column above show at-a-glance that GLCD_Clear() has 

been called twice and that the LCD has 153600/2 pixels. 
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3. Watch conditional branches being taken live.  

The execution counts in the figure below show in real-time which branches of the if-else 

statements have been taken and how often. It can easily be seen in the example that there 

have been no SD card errors (line 2187 has not been executed). 

 

Being able to watch the effect of external stimuli on program flow in real-time provides 

incredibly useful debug information.  

 

4. View the execution rate of any source line. 

You don’t need to toggle an I/O pin and get your scope out, simply hover your mouse as 

highlighted in the 1kHz SysTick_Handler() example below: 

 

This is very useful for determining or verifying loop timing / interrupt handler rates. 

 

5. Take a snapshot of execution without stopping the CPU.  

You can see how the processor arrived at any source line by generating a call stack when it 

reaches the line of interest. Tracing still continues in the background. 

 

Pop-up stats. 
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6. Profile functions in real-time for bottlenecks. 

Identify in real-time the functions being called most frequently and those that are hogging the 

CPU. Using this feature regularly during the development cycle will often reveal unexpected 

behaviour. 

 

 

7. Examine which interrupts are triggered & how often. 

See at-a-glance which interrupt handlers are being called and the rate. 

 

 

8. See where & why a hard fault occurred. 

Review 10’s of milliseconds of execution prior to a hard fault exception to see the lead up and 

the exact location. 

 

 Location of instruction causing the hard fault  



WHITE PAPER  AUG’20  
 

Copyright © 2020 PDQLogic Ltd.  Page 7 of 10 

9. Determine % executed instructions in each function. 

Being able to identify which functions, or paths within them, have not executed is very useful, 

especially for error handlers. Code coverage is a prerequisite for applications that require 

software certification. 

 

 

10. Quickly understand 3rd party code. 

How often have you scratched your head trying to understand the structure and flow of 3rd 

party library code? (or even a colleagues’ undocumented code!).  

Using the trace features outlined above really does accelerate your understanding of unfamiliar 

code. 
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QTrace 

We’ll conclude with a quick overview of QTrace, our low cost ETM trace system for ARM 

Cortex-M processors. 

QTrace currently supports Cortex-M3/M4/M7 processors running up to 216MHz. The hardware 

probe streams real-time trace data via USB 3.0 to QTrace Analyser, a 64-bit Windows based 

application.  

System Connection 

The QTrace probe is a little different to conventional trace probes in that it doesn't integrate a 

JTAG interface and instead re-uses your existing JTAG adapter. The trace and JTAG signals on 

the 20 way trace header connect to the QTrace probe and JTAG adapter respectively via a split 

ribbon cable, as shown in the system diagram below: 

 

QTrace Analyser 

QTrace Analyser runs seamlessly alongside your current debugger to provide continuous real-

time code visualisations. Its rich feature-set is presented in 3 primary views, each showing a 

different perspective of execution to give exceptional insight into how an application is running.  

Annotated views are shown on the next page. 
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  Live Coverage 

Shows live code 
coverage in C/C++     
& disassembly views.  

Allows interrupt / 
loop timing, smart 
function searches & 
call stack generation. 

A heatmap highlights 
executed code in the 
current source file. 

Code Capture 

A snap-shot of 

target execution 

using several trigger 

options including 

CPU exceptions.  

Displays snapshot as 

disassembly, source 

and graphical time-

line views.  

     Tracing continues 

in the background. 

Function Profiling 

Displays sorted 

function statistics in 

real-time including 

call count, timing & 

interrupt rates.  

Highlights most 

frequently called 

functions and taking 

the most CPU time. 

Live code 
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Hover mouse for 
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C/C++ 
source view 

Source 
heat-
map 

ITM 
debug 
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CPU speed, 
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64M Captured  
instructions 
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CPU time 
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Conclusion 

Adding real-time trace to your embedded software toolkit will significantly improve your 

productivity. Not only that, the huge improvement in visibility of how your application is 

running will actually make the debugging process more enjoyable.  

As product development cycles become more frequent, and time to market schedules get 

tighter, any edge you can achieve as a developer will pay dividends. 

To find out more about QTrace, including: 

 Get technical data, including devices & IDEs supported 

 See QTrace Analyser in action 

 Ask a question about QTrace 

 Purchase a QTrace probe  

Visit www.pdqlogic.com 
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